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Homeland Security Cyber Resilience Review (CRR) which uses the Cyber Resilience
Evaluation Method and the CERT® Resilience Managemerit Model (CERT-RMM), both
developed at Carnegie Méllen University's Software Engineering Institute. The CRR cross
references with the NIST Cybersecurity Framework — Identify, Protect, Detect, Respond,
Recover. The Cybersecurity Manual will address IT rislc management and establishes the
following requirements:

° A strategy for identifying, analyzing, and mitigating risks is developed

. Risk tolerances are identified

° Risks areidentified

° Risks are anakyzed and assigned a disposition

° Risks to-assets and services are mitigated and controlled

The Cybersecurity Manual is expected to be completed by April 2018. Onee completed, the
Cybersecurity Manual will be reviewed and approved by Board-approved IT governance
model.

In addition, risk management is.on OCIT's cyber security strategic roadmap. OCIT is in the
process-of implementing a GRC platform which will provide risk management capabilities
to the departinents countywide by July 2018,

Findirig No, 29
OCIT agrees with this finding,.

As of September 2017, key OCIT managed projecis go through the OCIT Intakeprocess, in
which OCIT management reviews, prioritizes, and assighs-a-project lead or project manager
to provide project management oversight and ensure the appropriate project
documentation i5 produced.

Finding No. 30
OCIT agrees with this finding.

OCIT contracts with SAIC and Atos to provide IT “Services” in many cases the County does
not own of operate the equipment (e.g. firewalls, network devices such as routers, switches
ete.) Access to vendor owhed and operated systems and -equipmeit is prohibited by Atos
and SATC and only Atos and SAIC employees have access to their respective systems and
equipment. In order to address this issue with our contracted vendors OCIT has had an
operational best practice in place since 2016 which requires ali staff be entered into [
{our active employee tracking system). This gystem keeps track of both County staff and
Contractors. The identified issue was that contract vendors in some cases were not
providing updates consistently on a timely basis, Our contractors understand the gravity of
ensuring that the accurate and timely reporting of this information is critical to County
security., As such they have significantly’ improved their processes for updating the
information promptly. To help ensure. that timely updates are provided going. forward
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OCIT is amending our contiracts with both SAIC (amended January 2018) and Atos to add a
Service Lievel Requirement that financially penalizes our vendors if the employment status
data is hot properly up to date. The amendmerit will be in place for Atos on or before March
2018.

Finding No. 31
OCIT agrees with this finding.
OCIT has contracted a vendor to develop QCIT Security policies, and the policies will

include a requirement to be reviewed at ledst annually; thereafter. The policies will be
Ppresented to the Beard of Supervisor's for approval by June 2018.

In line with OCIT’s opetational best practice and our master sérvice dgreeinents with both
Atosand SAIC require that Atos and SAIC update all of their standard operating procedures
as needed to preperly provided the services OCIT contracts-for. OCIT reviews all SOP
procedures with the vendor on an.annual basis to verify that-old, new, and existing SO™'s
are in place and current. The next anniial review and update will be completed March 2018.

OCIT will review and update the process for maintaining IT policies by December 2018.
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